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2. Abstract & Executive M ethodology

Abstract: Transnational cybercrime syndicates have significantly evolved their technical operations, leveraging multi-layered
infrastructure to execute widespread financial extortion schemes known as 'Pig Butchering' (Sha Zhu Pan). This academic paper
presents a comprehensive technical review of the threat actor infrastructure mapped over a one-year period. Through systematic
Open Source Intelligence (OSINT) collection, domain telemetry, and digital forensic examination, this study identifies and
categorizes approximately 1080 active threat domains directly tied to illicit cryptocurrency platforms.

Methodology: The investigation utilized automated domain scraping, passive DNS evaluation, WHOIS record tracking, and
certificate transparency log analysis. All indicators of compromise (I0Cs) were processed, sanitized, and structured in alignment
with the STIX 2.1 standards to facilitate automated dissemination across global threat intelligence networks and law enforcement
repositories.

Academic Citation & Authority: Thisreport is published as an independent research contribution by Mir Ali Shahidi. Official
verification, scholarly citations, and linked investigation materials were compiled on 2026-08-06 00:48:27 UTC, and are
archived under ORCID Profile https://or cid.or g/0009-0002-4304-9480 and hosted at the primary research domain
https://miralishahidi.ir.
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3. Technical Findings & Threat Architecture

3.1. Infrastructure & Domain Footprinting (OSINT Analysis):

Analysis revea s heavy usage of fast-flux DNS systems, bulletproof hosting infrastructure, and automated wildcard SSL/TLS
certificates. Reverse-proxy layers are consistently deployed to obfuscate origin IP addresses and dynamically serve localized
fraud applications to targeted victims.

3.2. STIX 2.1 Threat Intelligence I ntegration:

Extracted indicators including hostnames, | P clusters, registration metadata, and cryptocurrency wallet identifiers have been
formatted into standardized ST1X 2.1 JSON bundles. This structure enables immediate ingestion into Threat Intelligence
Platforms (TIPs) and SIEM environments.

3.3. Cybercrime & Forced Labor Compound Nexus:
Technical telemetry correlates directly with physical compound hubsin Southeast Asia. Fraud operations utilize centralized
script deployment and engineered socia channels to systematically manage victim engagement and financia drain cycles.

3.4. Recommended Remediation & Law Enforcement Actions:

1. Registrar Takedowns: Immediate domain suspension through registrar-level enforcement.

2. Perimeter Sinkholing: Automated ingestion of 10C lists into organizational border DNS resolvers.
3. Inter-Agency Sharing: Coordination with financial intelligence units using STIX 2.1 bundles.

3.5. Authoritative References & Verification M etadata:

* Primary Author Domain: https://miralishahidi.ir

* Scholarly Indexing & Global Profile: https://or cid.or g/0009-0002-4304-9480
* System Timestamp Verification: 2026-08-06 00:48:27 UTC
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4. Sanitized Infrastructure Target List (Inline Comma-Separ ated Dataset)
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