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2. Abstract & Executive Methodology

Abstract: Transnational cybercrime syndicates have significantly evolved their technical operations, leveraging multi-layered

infrastructure to execute widespread financial extortion schemes known as 'Pig Butchering' (Sha Zhu Pan). This academic paper

presents a comprehensive technical review of the threat actor infrastructure mapped over a one-year period. Through systematic

Open Source Intelligence (OSINT) collection, domain telemetry, and digital forensic examination, this study identifies and

categorizes approximately 1080 active threat domains directly tied to illicit cryptocurrency platforms.

Methodology: The investigation utilized automated domain scraping, passive DNS evaluation, WHOIS record tracking, and

certificate transparency log analysis. All indicators of compromise (IOCs) were processed, sanitized, and structured in alignment

with the STIX 2.1 standards to facilitate automated dissemination across global threat intelligence networks and law enforcement

repositories.

Academic Citation & Authority: This report is published as an independent research contribution by Mir Ali Shahidi. Official

verification, scholarly citations, and linked investigation materials were compiled on 2026-08-06 00:48:27 UTC, and are

archived under ORCID Profile https://orcid.org/0009-0002-4304-9480 and hosted at the primary research domain

https://miralishahidi.ir.
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3. Technical Findings & Threat Architecture

3.1. Infrastructure & Domain Footprinting (OSINT Analysis):

Analysis reveals heavy usage of fast-flux DNS systems, bulletproof hosting infrastructure, and automated wildcard SSL/TLS

certificates. Reverse-proxy layers are consistently deployed to obfuscate origin IP addresses and dynamically serve localized

fraud applications to targeted victims.

3.2. STIX 2.1 Threat Intelligence Integration:

Extracted indicators including hostnames, IP clusters, registration metadata, and cryptocurrency wallet identifiers have been

formatted into standardized STIX 2.1 JSON bundles. This structure enables immediate ingestion into Threat Intelligence

Platforms (TIPs) and SIEM environments.

3.3. Cybercrime & Forced Labor Compound Nexus:

Technical telemetry correlates directly with physical compound hubs in Southeast Asia. Fraud operations utilize centralized

script deployment and engineered social channels to systematically manage victim engagement and financial drain cycles.

3.4. Recommended Remediation & Law Enforcement Actions:

1. Registrar Takedowns: Immediate domain suspension through registrar-level enforcement.

2. Perimeter Sinkholing: Automated ingestion of IOC lists into organizational border DNS resolvers.

3. Inter-Agency Sharing: Coordination with financial intelligence units using STIX 2.1 bundles.
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4. Sanitized Infrastructure Target List (Inline Comma-Separated Dataset)

08mall.com, aabrwhu.com, aasmall.com, aatsh.com, aazeen.com, abalisa.com, abbmall.com, abomall.com,

abrandmall.com, abzmall.com, acaimall.com, acciobvx68.com, acdmall.com, acgjg.com, acostmall.com, acvps.com,

adadmall.com, admimi.com, adultfix.com, afkatech.com, ahhfad.com, ahjydt.com, ahkrs.com, ahrczy.com,

ahzxnlcp.com, ahzxwy.com, aiagemall.com, aicifu.com, ailvmall.com, aituart.com, aiwuyang.com, ajunmall.com,

akhywy.com, alictu.com, allfreshmall.com, almondmall.com, alqipei.com, alteonhealh.com, amanahmall.com,

amstratmall.com, angsimall.com, ansqimo.com, anxihsd.com, anzenet.com, aolij.com, ariebfloors.com,

armsmall.com, arparcmall.com, artpaim.com, artzycz.com, asdamall.com, ashutea.com, askxyt.com, aspstar.com,

astygc.com, asyjzs.com, atepx.com, auderssy.com, aupthree.com, avaakilimall.com, awaremall.com, axjkgy.com,

ayjwy.com, ayomall.com, ayoomall.com, aysybwl.com, azelfoom.com, azicmall.com, azqshop.com, baloteli.com,

baromamall.com, basoahiax.com, bayeyun.com, bbgmall.com, bdfdgyjy.com, bdyvip.com, bdzdsm.com, beasybuy.com,

beiermall.com, belefc.com, bellsmall.com, bemuyu.com, benzhr.com, besmoda.com, bfttyykj.com, bgjmall.com,

bgpmall.com, bgsmall.com, bhpano.com, biandanmall.com, bihumall.com, bishimall.com, bjhbkr.com, bjkuaiji.com,

bjmblx.com, bjtlhd.com, bjworlds.com, blazermall.com, bliblimall.com, bluecitymall.com, bmdoor.com,

bmxrmyy.com, bolast.com, bombmall.com, boutimall.com, bpostmall.com, brizomall.com, bsdtgm.com,

buystmall.com, bytesmall.com, bzbimc.com, bzzmall.com, caihmall.com, cainamall.com, caligril.com,

cappmall.com, cbstau.com, ccxiong.com, ccxyzt.com, cdaipaid.com, cdjydqg.com, cdstyxx.com, cdyizu.com,

cdynyqkj.com, changgemall.com, charimall.com, choosingmall.com, cibhpce.com, ciiweii.com, cilemall.com,

cionmall.com, ciqimall.com, cjsjt.com, clbmj.com, clwzjb.com, clxmall.com, cngshfw.com, cntchh.com,

cnxsyw.com, cnzzmall.com, coinbcc.com, coocoomall.com, coolssmall.com, cowsmall.com, cqmrmall.com,

cqzsmall.com, cshzjx.com, cspuxin.com, csxytf.com, ctgfwsxx.com, ctsgksb.com, curvemall.com, cwcmall.com,

cxuyb.com, cybernetmall.com, cylyq.com, cytxorg.com, cyuyo.com, cywjmall.com, czflyj.com, czhxjx.com,

czyjj.com, dafnah.com, dakinxx.com, dammall.com, damnsmall.com, datartx.com, dawratmall.com, dazecool.com,

dbqmall.com, dcytop.com, ddvmall.com, delitmall.com, delixu.com, deonmall.com, devanholo.com, dfhqx.com,

dfkejian.com, dgbdfyjy.com, dggrps.com, dgybjm.com, dhsqmall.com, diadialv.com, dilohmall.com, dkcmall.com,

dkdyf.com, dlipip.com, dlpsy.com, dolamall.com, dotamall.com, doyinmall.com, dpjqjx.com, dpshr.com,

dqxxjs.com, drachmall.com, droword.com, dsqgqjx.com, dsslx.com, dthmall.com, duopeizi.com, dwjet.com,

dwqlg.com, dymcmall.com, dyygm.com, eamtt.com, ebelli.com, ecloudmall.com, ecwidmall.com, edexmall.com,

eeeeej.com, ehengyue.com, ehoomall.com, elomall.com, eluoji.com, emtmall.com, ensrl.com, envoymall.com,

esohoje.com, ethfs.com, etlifemall.com, etomall.com, evbuymall.com, ewfha.com, excellerp.com, exchmall.com,

exiaoge.com, eyecaremall.com, ezhongtu.com, faddymall.com, fascinfo.com, fayemia.com, feilanfx.com,

fengp.com, filterjq.com, fjdjs.com, fjeasymall.com, fjjmall.com, fjjtf.com, flkwood.com, flssmall.com,

fmcgzs.com, followmall.com, forsamall.com, foryoumall.com, fribv.com, frjfc.com, frqtsg.com, fsbbcare.com,

fsjbmall.com, fslinglu.com, fsyyjp.com, fszpdz.com, fuzmall.com, fxbdc.com, fxymall.com, fxzszy.com,

fyjymall.com, fywjcm.com, fyyyedu.com, fztryy.com, gapmall.com, gcwymall.com, gdbdt.com, gdcdymall.com,

gdfczc.com, gdfyzg.com, gdkaoshi.com, gdomsq.com, gdqpp.com, gdstrx.com, gdxwcbgj.com, gdykjc.com,

geeklqh.com, gekptw.com, gemntone.com, getmymall.com, gflmall.com, gglmall.com, ghohroodi.com, ghuimall.com,

ginimall.com, givememall.com, glkyspx.com, glxmall.com, gmfctn.com, gmyiqi.com, gngmall.com, gnrsmall.com,

godsmall.com, gongancm.com, gostomall.com, goteamall.com, greetl.com, greezh.com, gshyzs.com, gsmhy.com,

gudusy.com, gulvguo.com, gxbmhg.com, gxfplhh.com, gxqsty.com, gymyjstl.com, gymymall.com, gypsybug.com,

gyyjmall.com, gyzzhz.com, gzbygmall.com, gzcxy.com, gzjytmall.com, gzkaifei.com, gzmsjy.com, gzmujin.com,

gznjfp.com, gzshgczx.com, gzsmwmy.com, gzsxmall.com, gzsyzxc.com, gztycgxh.com, gzvmv.com, gzxqsy.com,

handanys.com, hardcoremall.com, hayatmall.com, hayczn.com, hbaway.com, hbhwjx.com, hbhytp.com, hbrhgs.com,

hbxfhxkj.com, hbxtzm.com, hbzzmall.com, hcyljx.com, hdcvmall.com, hdjwmall.com, hdxzmall.com, hebrewmall.com,

hexiltd.com, heziapi.com, hfymall.com, hgzmall.com, hhgmall.com, hhift.com, hhjlmall.com, hhwsxt.com,

higtmall.com, himamall.com, hinamall.com, hindssmall.com, hitgl.com, hjhtest.com, hjingh.com, hjsmall.com,

hkdeqi.com, hkepi.com, hkxmall.com, hljnczc.com, hltrip.com, hmyfw.com, hnajhf.com, hndsdlqc.com,

hndyxxjs.com, hnidf.com, hnljbj.com, hnlvhe.com, hnshpx.com, hnyixu.com, hnykbj.com, hnytong.com,

hollomall.com, homebroadmall.com, homehmall.com, hotaomall.com, hppmall.com, hpvcd.com, hrbesfiv.com,

hryjmall.com, hrzhnkj.com, hs32mall.com, hsxmc.com, hsxymall.com, hsymall.com, htcmyy.com, htpof.com,

htwlmall.com, htxgszx.com, huaduofu.com, huaruimall.com, huasidok.com, hugzmall.com, huihepay.com,

hxltsc.com, hxsymall.com, hycqly.com, hydmall.com, hygfloor.com, hymyqt.com, hythf.com, hzbdf.com,

hzfxwlkj.com, hzjgds.com, hzltznyw.com, hzpfkyy.com, hzshcsy.com, hzwazs.com, hzxjjx.com, hzyxjd.com,

ibeox.com, ibrmall.com, idaimall.com, ideagm.com, ieverton.com, ihllmall.com, imcmall.com, inkeli.com,

inkelimall.com, inonmall.com, insmediamalls.com, integralmall.com, ipzanqi.com, ishmall.com, itcmall.com,

itiwang.com, itrmall.com, itwoa.com, iwodemall.com, izimall.com, izvestni.com, jackpp.com, jaggbs.com,

jaoaj.com, jaqyfwy.com, jbnmall.com, jcspmall.com, jctmall.com, jessesmall.com, jggjmm.com, jhautomall.com,

jhawlkj.com, jhkwe.com, jhkydxx.com, jhmdsw.com, jhwsxwl.com, jinlemall.com, jiodd.com, jiuruedu.com,
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jjhmall.com, jjjwv.com, jjmyrc.com, jjnyhg.com, jjrmall.com, jkcyh.com, jkdmall.com, jkpmall.com,

jlbmall.com, jlcredit.com, jlctmall.com, jlfhome.com, jlsjxjg.com, jlszsit.com, jlzjwz.com, jmnqp.com,

jmtape.com, jnbjhb.com, jndbxh.com, jnjmall.com, jnknehb.com, jnsnjx.com, jobvos.com, jpzfs.com, jqcmall.com,

jqeui.com, jsmxhm.com, jstcwsgc.com, jsxbljm.com, jsxlzx.com, jtldl.com, jukopmall.com, junmamall.com,

juzorn.com, jxffqy.com, jxfgy.com, jxljsgc.com, jxrtsc.com, jxsxmall.com, jyctop.com, jyhhzl.com, jyjsjz.com,

jyqyh.com, jyumall.com, jyuyao.com, jyyzj.com, jzdrsy.com, jzict.com, kakimall.com, kangyina.com,

kbmhair.com, kcckcc.com, kgnmall.com, kgrme.com, khxfzn.com, kidslandmall.com, kjdsmall.com, kjldx.com,

kmcmall.com, kmfskyy.com, kmhfw.com, kmmjlife.com, kmsljx.com, knbmall.com, kodmall.com, krtmall.com,

kstjz.com, ktczw.com, kuvamall.com, kvhappy.com, kwikmall.com, lancermall.com, landgos.com, lanemall.com,

laxzmy.com, lbxcy.com, lcdcakx.com, lcdcakxx.com, lcjyypt.com, lclyf.com, lcqdh.com, lcxhsk.com,

lczlmall.com, lczsxhl.com, leadvic.com, ledowmall.com, leggingsmall.com, leistritzpump.com, lengnue.com,

lesongdj.com, lezucai.com, lfjcgg.com, lhzszydg.com, lifeolmall.com, likelongbattery.com, linkais.com,

linkxmall.com, lintton.com, liyinkj.com, lizperryman.com, ljbjhz.com, ljybill.com, lksymall.com, lndrich.com,

lnrmall.com, lnyzwl.com, lokomall.com, longbx.com, lpsrx.com, luxorkart.com, lvdmall.com, lxbbc.com,

lxecc.com, lxlsmall.com, lygmall.com, lyintmall.com, lykzmall.com, lymjc.com, lynsmall.com, lysjlbj.com,

lyyhmtny.com, lyyueer.com, lzgyr.com, lzjjwb.com, lzlcstc.com, madsbar.com, maelon.com, malirobot.com,

mall-mission.com, mall84.com, mallaut.com, mallbel.com, mallesp.com, mallfd.com, mallfg.com, malljr.com,

mallmsn.com, mallpol.com, manalmall.com, massagermall.com, masukmall.com, mcxqcgz.com, mechchy.com,

meeatmall.com, megomall.com, melodyau.com, mfzjly.com, mgdkjcj.com, mgomall.com, mgxdl.com, mhjmall.com,

mhttrade.com, mission-mall.com, missumall.com, mitramall.com, mkbmall.com, mkgoodmall.com, mkkcdn.com,

mmdyzs.com, moboxmall.com, moizmall.com, morizmall.com, mrasw.com, mrspl.com, msbbo.com, msquaremall.com,

msqzx.com, msvipmall.com, mswlm.com, mtnldt.com, mtumes.com, myaspweb.com, mycomdl.com, myhgz.com,

mynethra.com, mytubang.com, mywmall.com, myxingai.com, myzzhl.com, mzlbigdata.com, mzquant.com, najswszx.com,

nbisk.com, nblswkj.com, nclysj.com, ncqnzj.com, nenyimall.com, netguar.com, newgmall.com, ngsimall.com,

nhbgkkm.com, nhcitymall.com, niceastore.com, nishmall.com, njdddb.com, njgyyhs.com, njjgxdxy.com,

njzmwzhs.com, nmglqja.com, nnhdw.com, nrfmall.com, nsdqd.com, nsosa.com, ntssddp.com, nuanben.com,

nun8886.com, nuzbnlu.com, nuzbnlv.com, nvchou.com, odhmall.com, oidmall.com, ojkft.com, oktmall.com,

oltoken.com, omymall.com, oneemall.com, onlinemallvip.com, onlmall.com, onvcloud.com, onxmall.com,

openspay.com, opensxv.com, oromotv.com, oshanamall.com, ossmall.com, ovimall.com, owlfilm.com, ozguro.com,

pam8886.com, payymall.com, pazkala.com, pdsycml.com, pdszssm.com, pdzmy.com, peopmall.com, pfwif.com,

pgckg.com, phgzmall.com, pinoymall.com, pixeldir.com, pljqh.com, plumall.com, pnnmall.com, pospaymall.com,

pqdmall.com, pqsshz.com, prismamall.com, pxazjd.com, pycomall.com, qdjdxs.com, qdjgbz.com, qdskc.com,

qfcmy.com, qgzxxlf.com, qhdbdfc.com, qhdymcs.com, qissmall.com, qkswlp.com, qldmall.com, qoomall.com,

qqcloud.shop, qtdnj.com, quschool.com, qxpmall.com, qyfuli.com, qyhqtt.com, qyoula.com, qzctqm.com,

qzdswl.com, qzysty.com, raslzp.com, ratiomall.com, rationmall.com, rcracjt.com, rdsing.com, relimall.com,

revivemall.com, rgtong.com, rgznjypt.com, rhymall.com, rjyhz.com, romonmall.com, rosawy.com, ruitaimall.com,

runchijx.com, runnun.com, rxsjm.com, rztycg.com, sadhkl.com, sandabbs.com, sanhh.com, sardunmall.com,

sayoshow.com, sceneying.com, scfdsw.com, scgqjj.com, schsyq.com, scjsdmc.com, scswzd.com, sddxjj.com,

sdghxs.com, sdlczysm.com, sdlzbg.com, sdpays.com, sdqkyl.com, sdrfjscl.com, sdsjfljc.com, sdsmuye.com,

sdxthhb.com, sdymall.com, sdyncdc.com, sdzwty.com, seamixer.com, seayung.com, seekermall.com, sensdmall.com,

sentonf.com, seohwz.com, shbcmall.com, shentmall.com, shhcb.com, shhxsoap.com, shmfjsj.com, shopbuymall.com,

shqxzsgc.com, shrcxf.com, shttbxg.com, shxchqls.com, shzhilingmall.com, shziao.com, sickleek.com,

sinivert.com, sipsaktest.com, sjlrzp.com, slcssz.com, sldggyd.com, slhaihao.com, slhckj.com, smtqiye.com,

smwushu.com, sokomall.com, solarpowermall.com, solvmall.com, sosogou.com, spdcad.com, spittr.com,

spjobs8.com, sportww.com, sqmxd.com, sqsmall.com, srhfw.com, ssadamall.com, ssoonmall.com, sssen.com,

ssymall.com, stampfairmall.com, strsgg.com, stvgml.com, sukimall.com, superrunmall.com, swanbuy.com,
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thmlsta.com, thmlsta.it.com, tjfzybxg.com, tjhyjmall.com, tjssyjs.com, tjysws.com, tjyyfmall.com, tjzhxu.com,

tmdhg.com, tmtto.com, tmuchest.com, tnsmall.com, togmall.com, tongliwd.com, tongyow.com, totaocimall.com,

toxmall.com, tqfxbl.com, trkong.com, tsjzgcj.com, tskmall.com, tsrmall.com, tuyastar.com, txybfy.com,

tybhyy.com, tydzmall.com, tyresmall.com, tzbxwl.com, tzlhl.com, tznclub.com, ubukmall.com, uhemall.com,
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